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Challenges in Packet level traffic Analysis

Network traffic grows in volume and complexity
Capture and decode every packets for traffic analysis is
one of the challenge in a high speed network
In analysis point of view, the volume of data for analysis if
huge.
This will have an impact on performance of the analysis.
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Introduction To Flow Based Traffic Analysis

Definition
flow is a unidirectional series of IP packets of a given protocol
travelling between a source and a destination IP/port pair within
a certain period of time.

Aggregate information from different packets in to a flow
Different levels of analysis can be possible
Compared to packet based analysis , volume of data is
very less

Suitable for high speed traffic analysis
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Introduction

Since flow is unidirectional every TCP connection will
create at least two flows.

Source to Destination
Destination to Source
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Flow Parameters

Flow Parameters
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Flow Parameters

Flow can be definede using following parameters
Source IP Address
Destination IP Address
Source Port
Destination Port
Protocol
Other than these parameters flow contains

Start and end time
Duration
Number of packet tramsferred
Number of Bytes tramsferred
TCP Flag Values
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Flow Components
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Flow Components
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Flow Components

Flow Probe
Collects and decode packets from the network
Aggregate packets in to flow using flow key
Export flow data into flow collector

Flow Collector

Collects and decode flow packets
Store Flow records for further analysis
Provides data in to flow analyzer

Flow Analyzer
Doing analysis on flow records

Performance
Security
QoS

Visualize the Analysis Output
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Flow Technologies

Differnt vendor specific flow definitions and exporting
mechanisms are available

Netflow from Cisco
Sflow from Inmon
Jflow from Juniper
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Netflow

NetFlow is one of the most widely used flow measurement
solution defined by cisco
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Netflow Versions

No Version PropertiesS
1 Version1
2 Version5 Commonly used
3 Version6 Encapsulation Information
4 Version7 Switch information
5 Version8 Many Aggregation functions
6 Version9 Template Based , Defined in RFC 3954
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sFlow

Selects sampled packetsfor creating flows
Using this method devices does not have to cache all flows.
Mainly used for monitoring purpose.
Can provide layer 2 parameters
Based on the structure of probe and collector
The probe only sends a sampled packet to the collector.
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sFlow
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Flow Exporting methods

Commonly uses UDP packet for exporting flow records
Multiple flow record can be embedded in a single UDP
packets
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Flow Exporting methods

The flow information collected from the device (
switch/Router) has to send to the flow collector.
IPFIX is a protocols which defines how IP flow information
can be exported from routers, measurement probe or other
devices
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IPFIX IP Flow Information Export

Provids a common standard for exporting flow
Specified by IPFIX working group
Supporting Cisco NetFlow version 9
IP Flow Information Export (IPFIX) Implementation
Guidelines Defined in RFC 5153
Specification of the IP Flow Information Export (IPFIX)
Protocol for the Exchange of IP Traffic Flow Information
defined in RFC 5101
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IPFIX - Advantages

Supports user defined parameters
Supports template based header
Becoming a standard exporting protocol
Application is not limited to flow
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Flow Based Traffic Analysis

Behaviour Analysis
Network Behaviour
Application Behaviour
Host behaviour

Performance Analysis
Security Analysis
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Network Behaviour analysis

What is the normal traffic pattern in the network
At what time the network traffic is maximum / minimum
How many machines are active in the network for a
particular time
Average connection duration
Protocol and application distribution

Flow Parameters date, time , duration,protocol, no of bytes,
no of packets, No of flows
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Performance Behaviour analysis

Bandwidth usage for a particular time
Incoming and Outgoing traffic
Maximum /Average Link utilization
Packet rate
Number of connection request
Who is generating and receiving more traffic
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Application Behaviour analysis

Behaviour of applications are differnt
File transfer
Web Application
P2P Application

Identify what is the application distribution of the network
traffic
Flow Parameters

Port numbers,protocol,no of bytes, no of packets
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Host Behaviour analysis

How many incoming connection to a host for a particular
time duration
Number of outgoing connection from a host
Commonly using application and protocols
Flow Parameters

Source and Destination IP
Source and Destination port
Flow Duration,
Protocol
No of Flows
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Security analysis

Scan Detection
DoS / DDoS Detection
Spreading of Malwares
Botnet Detection
Baseline Traffic
Applicaion Usage
Port level auditing
Inappropriate Usage

Free Data Hosting
Remote Desktop Access
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Security analysis

Traffic analysis can be used to detect network traffic
anomaly.
Identify the normal traffic patterns in a network
Any deviation from the normal traffic pattern can be
considered as an anomaly
Changes in the normal network pattern can be occur due
to different attacks.
These types of attacks cannot be detect using signature
based detection techniques
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Security analysis

Different types of attacks identified by anomaly detection:
Scan

Network scanning is a procedure for identifying active hosts
and services on a network or host.

Flow Parameters.
Number of flows
Packet Size
Duration
Source and Destination Port
Source and Destination IP
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Security analysis

Flooding Attacks
In a flooding attack, the attacker sends large amounts of
bogus traffic toward the victims network to consume its
bandwidth, exploiting the lack of bandwidth resource
management in IP networks.
Denial of Service Attacks (DoS)
Distributed Denial of Service (DDoS)
Flow Parameters.

Number of flows
Source and Destination Port
Duration
Packet length
Source and Destination IP
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Flow Based Tools

Flow Probe
fprobe

Open source tool for flow creation

Flow Collector
nfdump toolkit

nfcapd - Netflow capture daemon netflow packet collector
nfdump - Providing text data of flow records

SiLk ( System for Internet Level Knowledge) tool kit
Developed by CERT Network Situational Awareness Team
YAF (Yet Another Flow meter)
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Flow Based Libraries

libfixbuf
From CERT
C Libraries are availabe

libipfix

Implementation of IPFIX
C and Java Libraries are availabe

Conference
floConf by CERT
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