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Software Piracy
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Software Protection

Reverse engineering
Software piracy
Malicious modifications
Discovering vulnerabilities
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Software Protection

Encryption Vs. Obfuscation
® Execution time overhead is higher for encryption
® Protection level is higher for encryption

® Decryption need to be applied before executing the
encrypted program

® Encryption is high cost approach
® Run-time decryption is more costly

Encryption = Protection of software; Obfuscation - Reverse
engineering too expensive

3/21/2009 6
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Software Protection

Obfuscation

® To introduce confusion on the understanding of data in
program

® To confuse the cracker on the execution path of
program

® To increase the complexity of design of automatic
reverse engineering tools

® To prevent attackers from dynamic tracing

3/21/2009 7




Compilation & Reverse
Engineering Process Flow

Compilation
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Obfuscation Space

\_

Source code level
Assembly language level
Byte code level (java)
Binary level

Compile time

Link time

3/21/2009




Reverse Engineering
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Reverse Engineering: is the process of recovering higher-
level structure and semantics from a machine code
program.

Disassembly: machine code - assembly language code

Decompilation: assembly language code - higher level
structure and semantics

Disassembly

Static
® Linear sweep
® Recursive traversal

Dynamic

3/21/2009 10



/Static Disassembly - Linear
Sweep

~

global strt_Addr, end_Addr;
proc DisasmLinear(addr)
begin <
while (strt_Addr addr <end_Addr) do
| := decode instruction at address addr; addr += length(l);
od
end
GNU Utility - Objdump
proc main()
begin
strt_ Addr := address of the first executable byte;
endAddr := strt_ Addr + text section size;
DisasmLinear(ep);

\ end

/
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Static Disassembly - Recursive

Traversal

\_

global strt_Addr, end_Addr;
proc DisasmRec(addr) IDA Pro

begin

while (strt_Addr addr < end_Addr) do
if (addr has been visited already) return;
| := decode instruction at address addr; mark addr as visited;
if (1 1s a branch or function call)
for each possible target t of | do

/

DisasmRec(t);
od
return; ;
else addr += length(l); prog: main()
od begin
end strt_Addr := program entry point;
end_Addr :=strt_Addr + text section size;
DisasmRec(strt_Addr);
end
3/21/2009 12
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Evaluation Metric

Obfuscations are evaluated with respect to:
Potency - To what degree is a human reader confused
Resilience - How well are automatic deobfuscation attacks
resisted
Cost - How much time/space overhead is added

Stealth - How well does obfuscated code blend in with the
original code

\_ /
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Evaluation Metric

\

\_

To be a potent obfuscation:

Increase overall program size, introduce new classes and
methods

Introduce new predicates, increase the nesting level of
conditional and looping constructs

Increase the number of method arguments and inter-class
instance variable dependencies

Increase the height of inheritance tree
Increase long-range variable dependencies

/
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Evaluation Metric

Resiliency of obfuscation:
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Obfuscation Classes

\_

Design obfuscation
Layout obfuscation
Data flow obfuscation
Control flow obfuscation

3/21/2009
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Design Obfuscation

~

Design obfuscation: which will obfuscate the design intent of
object-oriented software.
Class merging
Class splitting M.Sosonkin et al.
Type hiding
Class merging obfuscation transforms a program into another
one by merging two or more classes in the program into a
single class.
Class splitting obfuscation splits a single class in a program into
several classes.

Type hiding obfuscation uses Java interfaces to obscure the
types of objects manipulated by the program.

/
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Design Obfuscation — Class

Merging

Original classes:

class A |
private int 1;

public A} |
i = 5;
'

public booclean mi) |
return i = 0;

}

class B extends A {
public Bi) |
super () ;
1 = 10;

H

public boolesan mi) |
return 1 = 10;

}

class C |
vold ni{) |

A a;
1f (...) {

a = new A();
} else {

a = new B{);
H
a.mi);

Obfuscation

M.Sosonkin et al.

Obfuscared classes:

clasa AB {
private int 1;
private boolean ish;

public BE() {
i = 5;
is8A = trus;

}

public AB(int 1) {
this(};
i = 10;
1sh = falss;

}

public boclean mi) {
if (ish) {
raturn 1 = 0;
} elase= {
raturn 1 = 10;

1
}

clasa C {

vold ni) |
AR a&;
1f (...) |
a = new AB{);
} elase= {

a = new AR(28) ;

a.mi);

3/21/2009
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Design Obfuscation — Class

plitting

Original classes:

class C {
PpPrivate dnt 41 ;
privatce doulzxles A
protvoectad Ohjasat o

pualkxldiac ()
1 = 5;
A = 1.0;
o = new COhiesct ()

H)

pualkxlic C{intc jdarga, doulklse Aaragl
i

= dlarg;
A = daxrda;
o = new ObhJact ()

H

puklic boolean ml ()
returmn 1 = 0;

puklic wodld m2 ()
Aa = 2.0;
m2E (=) ¢

protvectad wold m3E (int dara)
1 = 1arg:;
md (new Oldsct () F ;

pualkrlic Foldld md (OhJjoct old
o = ol
b

clasas Iy

wold iy |
Coo = mew ()
1f (c.ml) §{ ...}
[ 1 gh=3F
< .l p

i

{

1

Obfuscation

M.Sosonkin et al.

Ohfscated classes:

cla=mas T
Private dntc 1 ;
EPrivace doulkls Gz

pulklic <1y {
1 = 5;
d = 1.0;

rulxlic C1l (dint larda, Aoulxle AaXaal
i

= darg:
A = dard;

public boolearn ml () f
Treturm 1 = O;

Pprovooecotad wold m2i(int dara) {
1 = darg;
md (new Oldect () ;

public wvoild md (Oblect olddy |
o = obd ogetClass () »

h;
H

classe CZ extends C1 |
provoacoad Ohjasaot o

pukblic <z 0y |
super () §
= = new Obhiject () ;

rulxlic C{int iarg, <Goulkhle GA:mral {
super (larg, dard) ;

= = new Objaect () ;
pullic woedd m2E ()
Ga = 2.0
m3 {33 ;
public wvoild md (Oblect olddy |
o = o] ;
¥
i
clasa D {
wweodld i) {
T2 o = mew T2 0)
1f (c.ml) {...}
LN 4 b=
L= 1 -

{

3/21/2009
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Layout Obfuscation

Source code formatting
Comments removal
Scrambling identifiers

These obfuscations does not affect the execution time and
space overheads

3/21/2009 20
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Data Flow Obfuscation

\

Change data encoding
Promote scalar to object

Split variable - one variable is expressed in two or more
variables — one 8-bit variable obtained from two 4-bit variables

Merge variable - two or more variables are expressed in one
variable — two 4-bit variables merged to obtain an 8-bit variable

Flatten array - uses a lower-dimensional array variable for a
higher-dimensional array

Fold array - expresses a lower-dimensional array variable in a
higher-dimensional array

Change variable lifetime - converts a global variable to a local
variable.

Convert static data to procedure — This procedure would
produce the static data when called

/
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Change Data Encoding

Int | =5;
Int | = 1; | | = 2*|4+3
while (I < 10) while (| < 23)
{ — {
|++ ..... |+:2;
) }
3/21/2009 22
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Promote Scalar to Object

intk =0; Int k = new Int(0);
While (k<10) While (k.value<10)
{ — {
K++; k.value++;
} }

Promote scalar to object

\_

3/21/2009 23
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Array Restructuring
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Control Flow Obfuscation

\_

Opaque Variables: A variable V is opaque at a point p in a
program, if V has a property g at p, which is known at
obfuscation time.

Opaque Predicates: A predicate P is opaque at p if its
outcome, either True or False is known at obfuscation time.

{intv, a=2; b=8;
V=a+Db; [*vis 10 here. */
if (b>9) - False
if (random(l,7) < 8) - True
}

3/21/2009 25




Control Flow Obfuscation

~

\_

Opaque Predicates (cntd.):
Insert dead or irrelevant code
Extending loop conditions

While(i<10){...} => While (i< 10) && (3>2) && (1<2){...}

All these use opaque predicates.

Dynamic opaque predicates - predicates constant over a single

program run but varied over different program runs.

/

3/21/2009
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Control Flow Obfuscation

~

\_

Computation transformations
Insert dead or irrelevant code

Extend loop conditions - add opaque predicate in a loop to
change control flow graph but to keep the semantics of the
program

Include a pseudo-code interpreter - choose a section of
code in the unobfuscated program, then create a virtual
process not existing in the host language and add a
pseudo-code interpreter for such a virtual process into the

obfuscated program
Remove library calls
Add redundant operands
Parallelize code

/
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Control Flow Obfuscation

Aggregation transforms
Inlining of procedures
Outlining of procedures
Interleave procedures
Clone procedures

Ordering transformations

Changes the locality of terms within expressions, statements with
basic blocks, basic blocks within procedures, procedures within
classes and classes within files.

Signal flow approaches
Self-modifying codes

\_ /
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Control Flow Flatten

C. Wang, J. Hill, J. Knight, and J. Davidson, “Software tamper
resistance: Obstructing static analysis of programs,” University
of Virginia, Charlottesville, VA, 2000.

SK Udupa, SK Debray, and M. Madou, “Deobfuscation:
Reverse Engineering Obfuscated Code,” in Reverse
Engineering, 12th Working Conference on, 2005, pp. 45-54.

\_ /
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Control Flow Flatten

\_

If-then-goto constructs + target address of gotos are

determined dynamically

In C the goto statement is implemented using switch

statement

Control flow is made data dependent, which makes control flow

analysis and data flow analysis complex

Chenxi Wang et al. j

3/21/2009
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Control Flow Flatten

/

|nt a,b, ﬁ:;
a=1; b=2; ]
Whi|e(a<10) L1: lfggtéa;m};.
{ b=atb; |
b=a+b
|f(b>10) if{l{b=10))
goto L2
b--;
at++, b--
} it I
L2 a++
: goto L1
use(b); |
(@) im: use (b) I (b)
Chenxi Wang et al.
3/21/2009 a1
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Control Flow Flatten

~

\_

. a=1;

swh'ar =1

k4

switch (swhar)

Flattened control flow

S2 S3 6
L2 . L4: )
- L3 L5: .
if{ 1(a < 10)) T b—; . Le:
swhar = 6; =i, A - ar, use(b);
A=t if{1{b=10)) swihar=5; swvar=2 :
. sw\ar=5:
swhar = 3; e
swhar=4,

gaoto switch;

Chenxi Wang et al. /

32
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Control Flow Flatten

int *p1, *p2, *p3

¥

switch{sw* ar)

=T,

bh=2;

p1 = &amay
swhar=amayli]:

“\\

h—;
*p3++;
swh ar=amay{fi)];

gt
*(p1+14) = 0;

usa(l)

swhar=almayfi)]

fa=10)) p2++
p2 = Eamay23]; h=l+a;
swiar=armay{fill; if{1{b=10))
else swar=armayfil;
p3 = Eamay10]; glze
swiar=armay{fil; swhar=amayfil;
goto switch

Chenxi Wang et al.

3/21/2009
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Control Flow Flatten

\_

Control flow flatten with
* Global arrays for dispatch variables and

« Dummy basic blocks and pointers

Udupa et al.

/

3/21/2009
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Control Flow Flatten

sWvar{A+1};

sWvar{A+8};
else

sWvar =1

v

Switch(sWvar)

\

sWvar{A+1}; | | swvar{A+8};

.///lm

L3: L9:
............. L4: L5: Dummy
................................ If......
sWvar{A+2}; || swvar{A+5}; | | sWvar{A+1}; | | sWvar{A+9};
else else
/ sWvar{A+1};
goto Udupa et al.

3/21/2009
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Sighal-based Obfuscation

l.V. Popov, S.K. Debray, and G.R. Andrews. Binary obfuscation
using signals. In Proceedings of 16th USENIX Security
Symposium on USENIX Security Symposium table of contents.
USENIX Association Berkeley, CA, USA, 2007.

\_ /
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Sighal-based Obfuscation

\_

Signal-based obfuscation

Signal, or software interrupt, is a message mechanism
between different processes.

Three types of signal
® SIGINT 2 keyboard interrupt (such as "break" is pressed)
® SIGILL 4 illegal instruction
® SIGSEGV 11 illegal memory usage

List all signals with command “kill -I”, list usage with

command “man 7 signal”
lgor V. Popov et al./

3/21/2009 37
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Sighal-based Obfuscation

Signal-based obfuscation

signal install instructions

!
!
Code-before

l

Trap instruction

l

Code-after

Install user’s signal handler with
signal() function

Kernel trap handler

\4

User’s signal handler

\4

Kernel restore function

lgor V. Popov et al./

3/21/2009
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Sighal-based Obfuscation

1. User’s signal handler installation instruction is placed so
mewhere in _start before the call to __libc_start_main

. . . - 2. User’s signal handler is installed with signal() function
signal install instructions

|

1. Set flag to inform our signal handler that this trap is raised
l by us, rather than system
Code-before Code-before 2. Save machine state _ _
l l 3. Reserve stack to save trap instruction address
Setup code
Trap instruction Kernel trap handler 1. Overwrite the kernel restore function’s return ad
A dress with our restore function’s address
l, ‘\ l, 2. Save the address of trap instruction in stack to ha
\ . sh the target address in restore function
Code-after Code-after \ Our signal handler
|
! !
\
\ .
\ Kernel restore function

\
‘ l
\

1. Restore machine state when trap happened

“ Our restore function 2. Hash the target address with trap instruction addr
l ess, push the address into stack and transfer control
to target Subfun address by ‘return’ instruction

Igor V. Popov et al. T v

3/21/2009 39
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Sighal-based Obfuscation

\_

Signal-based obfuscation

GCC

\ 4

Relocatable file

Profiled file
PLTO Binary executable

PLTO

file.prof
l counter file
_ containing information on how
file.counts many times of BBLs and edges

have been executed

3/21/2009

40




;7

Self-Modifying Code Techniques

\_

Y. Kanzaki, A. Monden, M. Nakamura, and K. ichi Matsumoto;
Exploiting self modification mechanism for program protection.

Matias Madou, Bertrand Anckaert, Patrick Moseley, Saumya
Debray, Bjorn De Sutter, and Koen De Bosschere; Software
Protection Through Dynamic Code Mutation.

3/21/2009 41




Exploiting Self-Modification
Mechanism for Program Protection

~

\_

Yichiro Kanzaki et al.

RR i — Restores the dummy
instruction ‘Dummy i’ to target
instruction.

HR i — Hides the target instruction
(to dummy instruction).

Al:

-8(vesbp), Yoeax

1acidl $7, “eeax
Imovh $0X3F3, (Yeeax)
TmondT T T BISLERRT, Teeax
rmiowl Yesan, (Fhesp)
rmiowl Zaedx, 4(Feesp)

]
1
-

o
movb ____ $0, (Yeax) ________
i movl A2, Seeax ' RR.
isubl $13, “eax : !
I movhb SON03, (Yeeax) N
“movl T T BiZaebp), Saeax
rmiowl Feman, (Faesp)
ol 16(%ebp), Yeax
mowl Yoeax, 4{Fesp)
call _stroat
rmiowl Bi(2eebp), Jeedx
miow -B(%ebp), Yeax
subl e, Yeax
rmiowl Foman, Veebx
oorl | _-120%5ebp), Yeebx i@ dummy,
mowl 12(%%ebp), Yeax
rmiowl Yesan, (Fhesp)
call _atrlen
Dleal | __(eaxfsebx), Joedx
movi FAT, Seeax P A HR,

y

/

3/21/2009
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Software Protection Through

Dynamic Code Mutation

~

\_

FQ

Addresses

G()

Addresses

1) Edit script - 1) Edit script
CallF 2)Template \ / 2)Template Call G

l r Code Editing
Engine
Opaque J
Variable
: }
Pseudorandom
Generator Template
¥
XOR
Edit Script

Matias Madou et.al.

Uses Edit Engine + Edit

Script

One pass protection
Cluster protection

/
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Obfuscation Prototypes and
Demo

Diablo — link time binary rewriting system
PLTO — link time binary rewriting system
IDA Pro — Professional disassembler tool

Demo

\_
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